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Executive Summary

Introduction

Institutions of higher education rank near the top of the list of reported data security in-

cidents, trailing only healthcare organizations.1 Not only are data breaches comparatively 

frequent at colleges and universities, they can be very large: more than one million records 

were compromised in just two incidents alone in 2012.  Cyber criminals are attracted to 

universities because of the amount and variety of valuable information stored on univer-

sity servers, and because of weaknesses in defenses at many institutions. 

While the need to improve data security at many institutions is clear, chief information 

security officers face a wide array of challenges in doing so. Factors that introduce com-

plexity to the process include:

•	 The breadth of services offered, ranging from retail operations to medical care;

•	 The volume and variety of sensitive information collected and stored;

•	 Decentralized IT units distributed among highly autonomous departments;

•	 A culture of sharing ideas and information; and

•	 The proliferation of difficult-to-control access points to university networks.

As the number and sophistication of cyber-attacks continue to grow, conversations in the corporate world about 

information security have shifted from “if” a data breach were to occur to “when” one actually does. Statistics indi-

cate colleges and universities may be even more susceptible to cyber-attacks. In 2011, 48 institutions reported data 

breach incidents affecting 478,490 records. Thus far in 2012, the numbers are significantly worse with incidents at 

two universities ranking among the largest U.S. data breaches of all time.2

As concerns data security, an important way that colleges and universities differ from corporations is the num-

ber and variety of services provided to students, faculty, alumni and others. From healthcare to retail, finance to 

counseling, these services require a large volume of personally identifiable information (PII) to be collected and 

stored. Universities, especially large research institutions, also produce and store proprietary and valuable research 

information. Controlling access to all these various types of information becomes increasingly complex as access 

points to networks expand. Additionally, the culture in which most colleges and universities operate emphasizes the 

free flow of information and ideas.3 All these are reasons why universities are attractive targets for cyber criminals.  

A layered, enterprise-wide approach emphasizing collaboration and cooperation has proven to be a successful data 

security model for many universities. Because universities tend to be decentralized, with individual departments 

often highly protective of their autonomy, getting buy-in from the various constituencies is critical. The process 

can be slow and sometimes frustrating, but a well-functioning data security program can help an institution stay 

focused on its mission while avoiding costly, distracting and even potentially debilitating data breaches.
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Data Security and Privacy Liability Exposures

The breadth and complexity of university operations, combined with the fact that universities are increasingly tar-

geted by data thieves, makes it imperative that a comprehensive, collaborative approach to managing data security 

is implemented. Failure to do so can result in incidents that not only can tarnish a school’s reputation and impact its 

bottom line, but also can put it in violation of any number of federal or state data security and privacy regulations. 

Additionally, with universities now taking credit and debit cards as payment for purposes ranging from tuition to 

snacks, a breach can disclose non-compliance with standards imposed by the payment card industry, potentially 

leading to costly fines.

Hundreds of thousands of records are lost and stolen from colleges and universities each year. These include per-

sonal information about students, alumni and applicants; credit card transactions; employee records; patient records 

from university hospitals and clinics; and research information. The causes of loss – which include  unintentional 

disclosure of sensitive information, hacking, payment card fraud, insider access, lost or stolen paper documents, 

lost or stolen portable devices and lost or stolen computers – are largely the same as those for corporations, but the 

wide range of functions within a typical university result in a much larger range of exposures. For example:

•	 Unintentional	Disclosure: Recently the University of Chicago Illinois mailed a postcard to each employee 

that contained their Social Security number. The cards were intended to remind employees about open 

enrollment, but they also had Social Security numbers printed on the outside.4

•	 Hacking: On October 10th, 2012 Northwest Florida State College reported a data breach that compromised 

the personal information of approximately 279,000 students and employees. Hackers accessed one folder 

with multiple files on the campus’ main server. Fifty students have already reported incidents of identity 

theft. The compromised information included name, birth date, employee bank account information in-

cluding routing number and Social Security numbers.5

•	 Payment	Card	Fraud :In July 2012, approximately 20 Olympic College students and employees reported 

that their credit or debit card numbers were used fraudulently. It was concluded that the college was the 

source of the breach since the payment cards had all been used on campus.6 

•	 Insider	Access: Also in July 2012, 21,000 records were breached at Oregon State University when an un-

named check printing vendor for the University copied data from the University’s cahier’s office during 

software upgrades.7

•	 Lost	or	Stolen	Paper	Documents:	1,700 student records from Chattanooga State went missing when a com-

pany that was hired to scan the documents mishandled them. The papers included students’ names, Social 

Security numbers, addresses, and phone numbers. Some even contained high school transcripts.8

•	 Lost	or	Stolen	Portable	Devices: In August 2012, a Rice University laptop was stolen which contained PII of 

7,250 faculty, staff, students and retirees. The information included names, addresses, birth dates, employee 

identification numbers, salaries, emergency contacts and the Social Security numbers of some employees.9 

•	 Lost	 or	 Stolen	 Computers	 (not	 portable): In June of 2010, the University of Nevada reported a breach of 

53,000 records when patient information from the University Health System may have been accessed after 

the theft of computer equipment. The information included patient names, Social Security numbers, patient 

account numbers, medical information, birth dates and addresses.10
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Mobile Devices

Recently, an Anonymous-affiliated hacker group known as Team Ghostshell released more than 120,000 records 

stolen from 53 leading universities. The records were stolen to demonstrate, among other things, how easily Univer-

sity defenses can be cracked, according to the group. In a message left on Pastebin the hackers also noted: “When 

we got there, we found that a lot of them have malware injected.”11 Given the volume and sensitivity of information 

housed by colleges and universities, it would seem that they would be motivated to vigorously protect their data.  

Why, then, do many seem so vulnerable? 

Vulnerabilities can be attributed to any number of factors. Some often cited reasons include a lack of IT resources; 

disparate database systems; inadequate privacy and security policies and procedures; numerous, distinct IT depart-

ments; and budgetary constraints. Other reasons include the fact that higher education is often based on an open 

academic environment where the sharing of ideas and information is encouraged.12 The data security risk inherent 

in sharing information is augmented by a cultural tendency for faculty and staff to resist restrictions, especially in 

the area of research. A further vulnerability is an outcome of the fact that universities provide access to high-speed 

networks which are connected to hundreds if not thousands of computers, providing an abundance of potential 

access points.13

A vulnerability that is receiving more attention throughout higher education is the widespread use of handheld and 

mobile devices such as smartphones and tablets.  A recent Ball State study found that nearly all college students 

have a cell phone, of which 69 percent of those are smartphones.14 Increasingly these student-owned devices, as 

well as university-issued devises and devices owned by faculty and employees, access university servers, creating 

new, difficult-to-manage security threats.  Corporate IT departments typically can impose controls over which 

devices can access company information. This includes limiting access to company-owned and issued handheld 

devices. That is not a practical solution in a university environment.

According to a 2012 study, college and university policies around mobile device security are for the most part weak 

if they exist at all.15 Educause, a provider of guidance to education IT professionals, listed “supporting the trends 

toward IT consumerization and bring-your-own-device (BYOD)” as  number two on their top ten IT issues list of 

2012.16

Handheld and mobile devices are easily lost or stolen, and hackers have learned to exploit generally weak security 

measures on these devices. However, colleges and universities have little choice but to embrace these new tech-

nologies: those that fail to do so not only risk alienating students, they will lose out on the advantages of important 

new tools for communication and learning. According to Educause, “Although mobile technologies may sometimes 

appear to be just the latest tidal wave poised to sweep over an institution and its IT organization, they also present 

unique and powerful opportunities to advance the educational enterprise. Mobile technologies have the potential 

to transform instruction, in the classroom and remotely, by providing unprecedented access to education resources 

anytime, anywhere.”17
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Since the technology is here to stay, college and university IT and risk management departments should be aware 

of the threats specific to the higher education space. Some examples include:18

•	 Wi-Fi	 Man-in-the-Middle	Attacks: While almost all university wireless networks for students and fac-

ulty are secure, some universities provide public wireless access for visitors.  Additionally, neighboring 

businesses such as coffeehouses and restaurants frequently offer public internet service. An open network 

provides hackers ready access to other computers on the network. In less than five minutes a skilled hacker 

can download any unencrypted data, email, contacts and files. The same holds true for unsecured Bluetooth 

headsets, which can provide easy access for listening to telephone conversations, making telephone calls 

or downloading data.

•	 Lost	or	Stolen	Devices: Smartphones and tablets are near-ubiquitous on campus, and more universities are 

implementing solutions to deliver content through these devices. Additionally, faculty and employees may 

be issued university-owned devices, and many are likely to use personal devices for work purposes. These 

devices become access points to university networks, and sensitive information may even be downloaded 

and stored on them.  Lost or stolen devices can provide a ready conduit to valuable information.

•	 Mobile	Malware:	Mobile devices, whether used by students, faculty or employees, also provide hackers 

with a channel for accessing university information. These devices are attractive targets as they often are 

less secure than personal computers. Malware delivery can be as simple as posting a malicious application 

to a mobile application store and waiting for it to be downloaded.

•	 Social	Media:	Social media first gained traction among college students, and it remains a popular channel 

of interaction among students. Moreover, about 45 percent of faculty use social media professionally on a 

monthly basis, and about 65 percent use it for personal purposes.19 Mobile devices enable near-continuous 

use of social media sites, and new mobile device applications extend the reach of social networking activi-

ties. However, social media also has been a boon to hackers who use if to obtain information about people, 

their interests, their social networks and their colleagues. By taking advantage of this circle of trust, they 

can post malicious web links that friends and colleagues are likely to click on. They also may gain access to 

sensitive information through social engineering. For example, they may gain a person’s trust, and then use 

that trust to trick them into revealing valuable information.

•	 Text	Message	Attacks:	The Ball State study found that 87 percent of college students use text messaging on 

a daily basis.20 Text messages are an easy way for cyber criminals to introduce malware and obtain control 

of a mobile device and its data. The hacker will text a message that, when clicked on, will deploy mobile 

malware.

•	

Because of historically lax security protocols, a decentralized IT infrastructure, a proliferation of mobile devices, 

and dedication to the principles enabling a free flow of information, the need for improved security is clear within 

many colleges and universities. A significant investment of time, resources and money is often required to upgrade 

protection, but it is a worthwhile commitment Data breaches are expensive – an average of $194 per record accord-

ing to one often-cited study.21 Furthermore, the breadth of operations often put universities at risk under a variety 

of federal and state data security and privacy regulations and standards.
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Unlike the European Union, which established a comprehensive privacy framework that provides a blanket of 

protection to all of its citizens, the laws governing privacy and information security in the United States are derived 

from a patchwork of legislation targeting specific industries and specific populations. Examples include:

•	 Health Insurance Portability & Accountability ACT (HIPAA): Healthcare

•	 Health Information Technology for Economics & Clinical Health Act (HITECH): Healthcare

•	 Gramm-Leach Bliley Act(GLBA): Financial

•	 Children’s Online Privacy Protection Act (COPPA): Children

•	 Family Education Rights Privacy Act (FERPA): Education

•	 Fair Credit Reporting Act (FCRA): Consumers

•	

Although they are not healthcare, retail or financial institutions, colleges and universities often find that they are 

required to comply with the privacy and data security laws of those sectors. Privacy and data security regulations 

that often apply to institutions of higher education include:

•	 Fair	and	Accurate	Credit	Transactions	Act	(FACTA):	FACTA expanded the scope of the Fair credit Reporting 

Act (FCRA). The legislation was intended primarily to help consumers fight identity theft. Accuracy, privacy, 

limits on information sharing, and new customer rights to disclosure were included in the law.22 FACTA 

also contains a “Red Flag” provision that requires credit issuers and other companies that use information 

from credit reports to adopt a written plan that detects red flag events related to consumer accounts that 

could indicate identity theft.23 This law applies to any institution of higher education that has grant or loan 

programs that could cause them to be defined as a creditor.

•	 Health	Insurance	Portability	&	Accountability	Act	(HIPAA):	HIPAA is intended to protect the confidential-

ity of patients’ health information. As a part of the act, healthcare providers are required to provide patients 

with written privacy and information security policies and procedures. As a result, any college or university 

that may be affiliated with health care providers is required to alert students of the providers’ information 

and privacy policies. Additionally, Institutions that run their own health clinics or hospitals will be subject 

to all provisions of the law including internally publishing information security policies, educating employ-

ees, performing security assessments and maintaining other security-related activities that protect data 

assets.24 HIPAA fines can be painful – one California university hospital settled for $865,000 for potential 

violations of the act.25 

•	 Health	Information	Technology	for	Economic	&	Clinical	Health	Act	(HITECH): This act, which is part of 

the American Recovery and Reinvestment Act of 2009, imposes more stringent requirements under the 

security and privacy rules under HIPAA. It created new privacy restrictions, increased civil penalties for 

violation of HIPAA, extended HIPAA’s reach to more entities, created new enforcement mechanisms, pro-

vided funding to hospitals and physicians for the adoption of Health Information Technology (HIT), and 

required notification to patients of a security breach.26 HITECH applies to all healthcare entities subject to 

HIPAA, including university hospitals and medical clinics. Training hospitals, which have a high turnover 

of comparatively young and inexperienced people, need to be especially vigilant to assure that everyone 

performing roles in the facility, including post docs, residents/fellows, students and trainees, understand 

and adhere to the requirements of HIPAA and HITECH.

Privacy and Data Security Regulations
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•	 Gramm-Leach	Bliley	(GLBA): This act requires financial institutions to notify customers about how per-

sonal information is collected and used. The act applies to higher education whenever an institution main-

tains customer financial information including names, Social Security numbers and account numbers.

•	 Family	Educational	Rights	privacy	Act	(FERPA):	One of the nation’s oldest privacy laws, this is perhaps the 

law that is most applicable to institutions of higher education. FERPA was designed to keep educational re-

cords confidential and to control who can access those records. FERPA requires that a college or university 

obtain written permission from a student before releasing information from the student’s school record.

•	 Payment	Card	Industry	Data	Security	Standard	(PCIDSS): PCIDSS is not a federal or state law, but rather 

a widely accepted set of policies and procedures developed to maximize security of debit, credit and cash 

card transactions and protect cardholders against misuse of their personal information. PCIDSS affects 

any business, including colleges and universities that perform card transactions and therefore collect PII. 

•	 State	Laws. A number of states also regulate privacy. California, for example, was one of the first states to 

enact privacy laws, and continues to be a leader in privacy protection.  A bill recently signed into law by 

Governor Jerry Brown prevents colleges and universities from requiring students to provide them access 

to social media and email accounts.27  Most states also have data breach notification laws. If a college or 

university handles PII of students, employees or patients from various states, if it experiences a data breach, 

it must comply with the notification requirements of each applicable state.

The challenge for university IT and risk management departments has been to create a secure environment while 

at the same time preserving an open culture  of sharing that supports the students’ and faculty’s diverse informa-

tion needs. Today, with networks being accessed by students, professors, distance learners, visiting researchers 

and administrators using a wide variety of devices and applications, the risk management challenges have grown 

exponentially.  To maintain a proactive, vigilant approach, the data security program for higher education should 

include the following:28 

•	 If	possible,	implement	a	centralized	IT	approach:  In general, universities have weak central policies, by 

design, and a high degree of autonomy for individual departments and research groups.29 The diverse IT 

needs of the various semi-autonomous units have encouraged a decentralized IT approach at many insti-

tutions, with greater decentralization in large research universities.30 This can complicate the process of 

implementing and maintaining consistent data security standards across the university. Additionally, some 

departments may not have access to trained IT staff for maintenance and protection. A centralized IT ap-

proach can significantly simplify data security.

•	 If	 centralized	 IT	 is	 not	 feasible,	 develop	 a	 unified	 security	 framework. Schools where a centralized IT 

approach is not a reasonable alternative – which probably is most – should develop a cohesive university-

wide security framework that emphasizes collaboration and cooperation among the various semiautono-

mous departments and divisions. The implementation of policies and procedures should be entrusted to 

security liaisons in each unit, who have the confidence of other department members. These liaisons also 

should provide regular updates to the university’s Chief Information Security Officer (CISO).31 

•	 Maintain	all	valuable	data	in	a	protected	environment: Whether in a centralized or decentralized environ-

ment, all personal, financial, research or other proprietary data should be stored in a protected database 

environment with restricted access and tight information controls. If decentralized, information important 

to departments and research groups can be left with them, but PII should be moved to secure core servers.32 

Risk Management
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•	 Create	distinct	segregated	networks	within	the	campus.	Networks that aren’t under the IT department’s 

direct control should be treated as untrusted. The CISO can then establish levels of trust commensurate 

with each networks’ adherence to policies.33

•	 Continuously	monitor	and	maintain	systems,	and	update	protections	as	needed: Threats are constantly 

evolving and therefore database protections also must evolve. Protection schemes vary by the nature of the 

data and its value to cyber-criminals, requiring IT departments to monitor and respond to different levels 

and types of threats to each of the many functions within a university.  

•	 Conduct	audits:	Audit security policies so that they stay on track and proactively identify problems be-

fore a breach occurs. Auditing is important under all circumstances, but especially so in the decentralized, 

semiautonomous environment of a typical university where the CISO likely will have less insight into day-

to-day data security activities and less ability to take corrective action in real time as problems develop.

•	 Apply	access	controls: While the sharing of information is essential and access to PII may also be essential 

for certain employees, controls should be in place to assure that the right people are accessing the informa-

tion. Controls included verification via permissions, access control, defined roles and real-time monitoring.  

PII should be maintained in centralized core systems where controls are easier to implement and enforce, 

but CISOs will need to creative and persuasive to assure that controls are in place in other areas of the 

university housing sensitive data. This is especially true in research departments where the free sharing of 

information is valued and which may have a strong bias against centralized authority intruding on autono-

mous research.

•	 Do	not	keep	unnecessary	data	on	network	servers.	 The two large data breaches noted at the top of this 

paper involving 350,000 and 654,000 records involved PII for both current and former students, as well 

as information on parents, applicants and employees. While there may be valid reasons for retaining such 

data – alumni information may be essential to keep in touch with the key source of donations, for example 

– these  and other large incidents highlight the fact universities need to assess the utility of the informa-

tion they keep on their servers. Information that is not serving a current purpose should be purged – either 

destroyed or removed from the servers and securely stored elsewhere

•	 Develop	a	multilayered	approach	to	data	security	that	combines	technology-based	defenses,	data	man-

agement	policies	and	user	education.  Many universities recognize that data security is not solely an IT is-

sue – it is an enterprise-wide concern that requires supplementing purely technology-based defenses such 

as firewalls and encryption with policies for managing data and education programs for users. Initially data 

security was seen solely as a technology issue, but according to EDUCAUSE, those universities recognized 

as leaders in data security now view high-level governance and risk management as key elements.34 In most 

cases, technological vulnerabilities are not the most significant problem. Students and employees need to 

be reminded that they represent potential access points for cyber criminals, and they should receive data 

security training. The University of Minnesota, for example, models its university-wide data security educa-

tion process on HIPAA compliance training.35
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Data security is not a new issue for higher education, but, it is one that continues to grow in significance. A typical 

university compiles, creates and stores vast amounts of information of interest to cyber-criminals, but those tasked 

with protecting that information must contend with decentralized IT infrastructures, a culture of information shar-

ing, and a proliferation of difficult-to-control access points to university networks. Data security could be vastly 

simplified at many universities if IT were centralized. However, that is unlikely to happen at most schools, where 

decentralized systems are deeply entrenched and autonomy is prized by the various departments and divisions. 

Many data security experts agree that a layered, enterprise-wide approach emphasizing collaboration and coop-

eration, with a strong focus on governance and risk management, is a productive approach to maximizing data 

security in colleges and universities. Experience has shown that implementing such a system requires overcoming 

a host of obstacles. Most schools, however, will find that the benefits more than offset the challenges. Done correctly, 

data security not only is improved, but overall system efficiency is increased without compromising decentraliza-

tion and autonomy. In fact, some experts have concluded that universities that have successfully implemented 

such programs provide a useful model for managing security in a complex environment for other large, diverse 

organizations. Many large corporations, for example, are grappling with computing environments featuring multi-

ple software platforms that are accessed by an array of untethered devices – a state of affairs similar to that faced 

by universities for years.36

Universities that have implemented sophisticated, university-wide information security programs concur that get-

ting buy-in from the various constituencies is critical, and that implementation needs to be a collaborative under-

taking. One CISO observed that participation in the process by “members from across the university community” 

is essential, and that in a decentralized computing environment, “strategies to protect the institution’s information 

assets can only truly succeed with a collaborative strategy between the central information technology teams and 

decentralized units.”37 Another senior security officer similarly notes that success hinges on effectively collaborat-

ing with various campus IT administrators and other departmental representatives.38 The process can be slow and 

frustrating, but success can mean the difference between a well-functioning institution focused on achieving its 

mission, and one that is beset with expensive, distracting and potentially debilitating data security issues.

Conclusion

Privacy and Data Security Risks for Institutions of Higher Education

WHITE PAPER

Sponsored by:9      December 2012 | Advisen Ltd.

Many data security 
experts agree that a 
layered, enterprise-wide 
approach emphasizing 
collaboration and 
cooperation, with a strong 
focus on governance and 
risk management, is a 
productive approach to 
maximizing data security 
in colleges and universities. 



19 Survey by Pearson, an education ser-
vices company, and the Babson Survey Re-
search Group, based at Babson College, as 
reported in“Social media use rises among 
university faculty,” cavalierdaily.com http://
www.cavalierdaily.com/article/2012/10/
social-media-use-rises-among-university-
faculty

20 “Ball State Prof Studies College Stu-
dents’ Phone Use,” Ball State Press Re-
lease http://jimromenesko.com/2012/02/22/
ball-state-prof-studies-college-students-
phone-use/

21 2011 Cost of a Data Breach Study: 
United States, Ponemon Institute http://
www.symantec.com/content/en/us/about/
media/pdfs/b-ponemon-2011-cost-of-data-
breach-us.en-us.pdf?om_ext_cid=biz_
socmed_twitter_facebook_marketwire_
linkedin_2012Mar_worldwide__CODB_US

22 Privacy Rights Clearing House, “Facts 
on FACTA”, https://www.privacyrights.org/
fs/fs6a-facta.htm

23 Sarah Stephens, Shannon Fort, Aon, 
Cyber Liability & Higher Education Aon 
Professional Risk Solutions White Paper”, 
(December 2008), http://www.aon.com/
about-aon/intellectual-capital/attachments/
risk-services/cyber_liability_higher_educa-
tion.pdf

24 NEC Unified Solutions, Inc., “Information 
Security: A perspective for Higher Educa-
tion”, (2005), http://www.necunifiedsolu-
tions.com/Downloads/WhitePapers/NEC_
HigherEd_InformationSecurityWhitePpr.pdf

25 “UCLA Must Pay $865,500 HIPAA Fine,” 
Campus Safety http://www.campussafety-
magazine.com/Channel/Hospital-Security/
news/2011/07/08/UCLA-Health-System-
Settles-HIPAA-Case.aspx

26 Linn Foster Freedman, Nixon Peabody, 
“Thought Leadership Alerts: The Health 
Information for Economic and Clinical 
Health Act (HITECH): Implications for the 
adoption of health information technology, 
HIPAA, and Privacy and Security Issues”, 
(February 2009), http://www.nixonpeabody.
com/117927

27 “California passes strict social media 
privacy law,”Security Info Watch (source: 
San Jose Mercury News) http://www.securi-
tyinfowatch.com/news/10797933/california-
passes-strict-social-media-privacy-law

28 Except as otherwise noted, Josh Shaul, 
director, technology strategy, Application 
Security, SC Magazine, “Data security and 
higher education”, (July 2008), http://www.
scmagazine.com/data-security-and-higher-
education/article/112517/

29 “University Networks and Data Security,” 
Bruce Schneir http://www.schneier.com/es-
say-149.html

30 “Julie Myers: Implementing an informa-
tion security strategy in a decentralized 
environment,”SearchSecurity http://search-
security.techtarget.com/magazineContent/
Julie-Myers-Implementing-an-information-
security-strategy-in-a-decentralized-envi-
ronment

31 Op cit

32 “University Networks and Data Security,” 
Bruce Schneir http://www.schneier.com/es-
say-149.html

33 “University Networks and Data Security,” 
Bruce Schneir http://www.schneier.com/es-
say-149.html

34 Rodney J. Petersen, senior government 
relations officer at EDUCAUSE,  quoted in 
“Catch a clue from an EDU: Universities 
that get security right,”ComputerWorldhttp://
www.computerworld.com/s/article/9216438/
Catch_a_clue_from_an_EDU_Universi-
ties_that_get_security_right?taxonomyId=1
7&pageNumber=2

35 “Privacy and Data Security Training,” 
University of Minnesota http://www.privacy-
security.umn.edu/training/home.html

36 “Catch a clue from an EDU: Universities 
that get security right,”ComputerWorldhttp://
www.computerworld.com/s/article/9216438/
Catch_a_clue_from_an_EDU_Universi-
ties_that_get_security_right?taxonomyId=1
7&pageNumber=2

37 “Julie Myers: Implementing an informa-
tion security strategy in a decentralized 
environment,”SearchSecurity http://search-
security.techtarget.com/magazineContent/
Julie-Myers-Implementing-an-information-
security-strategy-in-a-decentralized-envi-
ronment

38 Implementing a Data Security Program 
at UMass Amherst,” presentation to Bos-
ton University Security Camp h”ttp://www.
bu.edu/tech/files/2012/09/SC12_cunning-
ham_datasec.pdf

Privacy and Data Security Risks for Institutions of Higher Education

WHITE PAPER

Sponsored by:10      December 2012 | Advisen Ltd.

NOTES:

1 Advisen MSCAd™ database for the pe-
riod 2008-2012. Includes “digital asset 
loss or theft;” “digital data breach, loss or 
theft,” “improper dispoal/distribution;” and 
“privacy violations.” Also see:  “Navigant: 
Reports Of Data Breaches On The Increase 
Across Industries” http://www.mondaq.com/
unitedstates/x/176912/Privacy/Navigant+R
eports+of+Data+Breaches+On+the+Increa
se+Across+Industries

2 Privacy Rights Clearing House, Chronol-
ogy of Data Breaches, https://www.privacy-
rights.org/data-breach/new

3 Sue Marquette Poremba, Campus Tech-
nology, “Open to Attack?”, (5/2/12), http://
campustechnology.com/articles/2012/05/02/
open-to-attack.aspx

4 Privacy Rights Clearing House, Chronol-
ogy of Data Breaches, https://www.privacy-
rights.org/data-breach/new

5 Advisen, Master Significant Case and Ac-
tion Database (MSCAd)

6 Privacy Rights Clearing House, Chronol-
ogy of Data Breaches, https://www.privacy-
rights.org/data-breach/new

7 Privacy Rights Clearing House, Chronol-
ogy of Data Breaches, https://www.privacy-
rights.org/data-breach/new

8 Privacy Rights Clearing House, Chronol-
ogy of Data Breaches, https://www.privacy-
rights.org/data-breach/new

9 Advisen, Master Significant Case and Ac-
tion Database (MSCAd)

10 Privacy Rights Clearing House, Chronol-
ogy of Data Breaches, https://www.privacy-
rights.org/data-breach/new

11 “Hackers Breach 53 Universities and 
Dump Thousands of Personal Records 
Online,’Bits.http://bits.blogs.nytimes.
com/2012/10/03/hackers-breach-53-uni-
versities-dump-thousands-of-personal-
records-online/

12 Application Security, Inc., “An Exami-
nation of Database Breaches at Higher 
Education Institutions”, (2010), http://www.
appsecinc.com/techdocs/whitepapers/High-
er-Ed-Whitepaper-Edited.pdf

13 Sue Marquette Poremba, Campus 
Technology, “Open to Attack?”, (5/2/12), 
h t t p : / / campus techno logy. com/a r t i -
cles/2012/05/02/open-to-attack.aspx

14 “Ball State Prof Studies College Stu-
dents’ Phone Use,” Ball State Press Re-
lease http://jimromenesko.com/2012/02/22/
ball-state-prof-studies-college-students-
phone-use/

15 Dell SecureWorks, “10 Mobile Device 
Threats in Higher Education”, http://www.
secureworks.com/assets/pdf-store/ar-
ticles/10_Mobile_Device_Threats_in_High-
er_Education.pdf

16 Susan Grajek, The 2011-2012 IT Issues 
Panel and Judith A Pirani, Educause, “Top-
Ten IT Issues 2012”, http://net.educause.
edu/ir/library/pdf/ERM1232.pdf

17 Bret L. Ingerman, Catherine Yang and 
the 2011 Educause Current Issues com-
mittee, Educause, “Top-Ten Issues 2011”, 
www.educause.edu/ero/article/top-ten-it-
issues-2011

18 Dell SecureWorks, “10 Mobile Device 
Threats in Higher Education”, http://www.
secureworks.com/assets/pdf-store/ar-
ticles/10_Mobile_Device_Threats_in_High-
er_Education.pdf


