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A	broader	view
potential vulnerabilities.

According to Anthony Hess, a 
principal adviser with KPMG’s 
information protection and 
business resilience team, the 
spread of information technology 
logically increases the potential 
risks. Technological capabilities, 
meanwhile, widen exposures, 
enabling hackers to not merely 
target information but, through 
smartphones for example, 
track movements or even bug 
conversations.

“The technology is more 
interconnected and closer to the 
individual than ever before,” says 
Hess.

The Heartbleed vulnerability in 
Open SSL software discovered 
in April revealed not only the 
potential for common weaknesses, 
with half a million websites 
susceptible, but also the fragility 
of the “internet of things”, with 
connected printers, video-
conferencing systems and even 
thermostats among the devices 
affected.

Likewise, devices affected by the 
end of support for Windows XP 
in April, when Microsoft stopped 
patches and upgrades for the 
operating system, include over 95 
percent of the world’s ATMs.

“The internet is so complex 
and tightly coupled to the real 
world, it turns out we were 
all gravely exposed to a cyber risk 
in an obscure technology that 
few understand and we didn’t 
see coming,” said Jason Healey, 
director of thinktank the Atlantic 
Council’s “Cyber Statecraft” 
initiative, following Heartbleed. 

“This time it was just passwords, 
but what happens once the 
internet is connected to the 
electrical grid or driverless cars?” 

Defining	priorities
In fact, threats to the electrical 
grid and other critical 

ONeither	the	statistics	nor	
individual	cases	fully	

capture	the	changing	nature	
of	cyber	risks,	but	they	do	help	
to	illustrate	the	challenge	they	
pose.	

In May, eBay added its name 
to the list of big companies to 
suffer a major cyber attack after 
a data breach forced it to ask 145 
million active users to change 
their passwords. The news came 
soon after the resignation of 
Target CEO Gregg Steinhafel, who 
stepped down as a result of last 
year’s data breach, which exposed 
up to 110 million customers’ 
details – showing the potential 
impact of incidents, in addition to 
the costs ($61mn in Target’s case). 

The statistics, meanwhile, speak 
for themselves. PwC’s 2014 Global 
Economic Crime Survey found 
17 percent of businesses – and 
39 percent in the financial sector 
– had been victims of cyber crime.

In the UK, 81 percent of large 
organisations included in a recent 
survey for the Department for 
Business, Innovation and Skills 
(BIS) had suffered a security 
breach in the last year, with 
the financial damage to them 
doubling since the year before. 
According to the chief of the 
UK’s National Fraud Intelligence 
Bureau, seven out of 10 frauds 
now involve cyber crime. 

The risks are not merely 
widespread or costly; they are 
systemic. By the end of the decade 
Cisco forecasts that there will 
be 50 billion internet-connected 
devices, up from 12.5 billion 
in 2010 – massively expanding 

Despite the rapid evolution of cyber 
exposures over the past decade the 
insurance market appears to have 
tunnel vision when it comes to 
developing an effective response,  
says Jamie	Bouloux

infrastructure are already a 
significant focus of governments 
in the US, UK and elsewhere 
– and have been since the 
2010 Stuxnet virus showed the 
vulnerability of process control 
systems when it was used to 
target Iran’s uranium enrichment 
facilities.

Both the National Institute 
of Standards and Technology 
(NIST) in the US and Centre 
for the Protection of National 
Infrastructure in the UK 
are pushing private sector 
organisations to bolster security.

Meanwhile, the US Congress 
continues to debate federal 
legislation to reinforce individual 
state codes on data or security 
breaches, while the EU negotiates 
the General Data Protection 
Regulation, which proposes fines 
up to 5 percent of worldwide 
turnover for failures to safeguard 
customers’ information.

Already, though, NIST’s recently 
finalised voluntary Cybersecurity 
Framework makes clear that 
boards are expected to be aware 
of cyber risks.

As a recent Lloyd’s US 
Cybersecurity Update noted, 
the NIST framework opens the 
door for securities class actions 
for shareholder losses if directors 
and officers don’t live up to its 
standards.

Similarly, in the UK, directors 
could be potentially liable if their 
failure to prepare for cyber events 
constitutes a breach of their duty 
to the company – by, for example, 
failing to ensure compliance by 
a regulated company for which 
they are a director with the Senior 
Management Arrangements, 
Systems and Controls provisions 
of the Financial Conduct 
Authority Handbook when 
outsourcing business functions.

More likely, says Adrien Grady, 
a lawyer at CMS Cameron 



McKenna, as with Target, 
shareholders would simply put 
pressure on the board to sack the 
CEO or director.

“Steinhafel disclosed more 
information than he was legally 
required to, offered free credit 
monitoring and identity theft 
insurance to millions of their 
customers, and is generally 
considered to have dealt with 
the event well. However, he was 
still held personally accountable,” 
Grady said.

Beyond data protection, 
the European Commission is 
prioritising its digital agenda 
aimed at encouraging easier and 
safer transfer of information 
across the EU. The result is a 
continually shifting regulatory 
landscape and an uncertain 
impact on businesses.

Potential liabilities and the 
potential threats are both on 
the increase. Total security 
is unachievable. Whether it’s 
due to activists, nation states, 
criminals, suppliers or insiders 
(with employees considered the 
biggest threat to information 
security, according to a survey by 
the British Standards Institution), 
organisations of any scale must 
assume that a breach at some 
point is inevitable. 

“The best you can do is 
prioritise what you’re going to 
protect,” as Hess puts it.

Filling	the	gaps
Despite the breadth of the risks 
faced by businesses, however, 
the insurance market’s response 
has remained curiously tunnel-
visioned.

On the one hand, take up is 
growing. According to Marsh 
Risk Management, the number 
of clients buying cyber insurance 
rose 21 percent last year. Insurers 
are also increasing both capacity 
and the number of products – 
with insurance analyst Advisen 
identifying 38 new cyber 
insurance products in 2013.

On the other hand, policies 
remain almost exclusively focused 
on losses from data breaches. 
It is a key issue, particularly in 
the US where state law on data 
breach notification can result in 
substantial costs, but it is hardly 
the only exposure. In Europe, 
where existing regulation on data 
protection and privacy is less 
demanding, the focus is on the 
risks of non-physical business 
interruption from hacking and 
denial of service attacks.

In both cases, cover falls well 
short of being comprehensive. 
Notably, property damage and 
liabilities for personal injury have 
been left largely unaddressed.

AIG has developed a cyber 
policy in response to businesses’ 
desire for certainty around cyber 
risks.

Providing cyber event protection 
on an excess and difference-in-
conditions basis, the policy fills 
the gaps in property, casualty, 
energy, aerospace, marine, 
environmental, healthcare and 
financial lines policies.

It addresses exclusions or 
limitations for cyber events or 
intentional acts in traditional 
lines or for property damage or 
bodily injury in existing cyber 
policies, providing affirmative 
cover.

The coverage illustrates how 
the market is likely to evolve. 
For a start, it is an approach 
that accords with governments’ 
priorities. The policy supports 
NIST’s framework in the US, 
while in the UK AIG is working 
with BIS to see how it can 
recognise commitments to meet 
data hygiene standards and 
enforce cyber security standards 
in supply chains when it comes to 
pricing.

More comprehensive cover 
is also the key to improving 
penetration. Part of the reason 
that, despite the growth, uptake of 
cyber insurance policies remains 
a minority pursuit is lack of 

clarity over what is covered.
Policies that are able to dovetail 

and fill in gaps left by other 
policies address that issue, giving 
buyers certainty. There is also, 
arguably, too much confidence 
in some businesses over their 
security arrangements.

As Martin Jordan, co-founder of 
cyber intelligence and response 
company Sedena Networks, 
points out, there are a number of 
problems in relying on internal 
teams alone. One is the risk they 
pose.

“Probably 50 percent of the 
cases I have responded to over 
the last two years have been 
insiders hacking the corporate 
network,” says Jordan. Another 
is a reluctance to identify past 
mistakes. 

“Nobody wants to put their 
hand up and say, actually, there 
is a way into the network, or 
that the security software they’ve 
purchased is ineffective against an 
insider or a motivated attacker, 
such as a foreign government.” 

In fact, additional services 
- such as 24/7 hotlines for 
support during a cyber event, 
risk mitigation tools and access 
to specialist third-party services 
- are likely to be increasingly 
central to cyber covers.

The risk profile of cyber events 
has evolved almost beyond 
recognition in the last decade. 
The insurance industry’s response 
is now set to follow a similar 
trajectory.

OAIG’s standard cyber policy was 
developed in partnership with KPMG’s 
Cyber Response Team and the law 
firms CMS Cameron McKenna and 
Norton Rose Fulbright. Global advisory 
firm KPMG provides a multidisciplinary 
and coordinated approach and a team 
including technical experts, incident 
managers, forensic specialists and 
legal advisors. CMS Cameron McKenna 
provides expert legal advice on data 
protection and freedom of information 
matters and Norton Rose Fulbright 
advises on the full range of privacy and 
data protection issues worldwide.
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