AlG
AlG Ynnpeoieg EAéyxou HAekTpovikwv
kol Aladiktuakwv Kivoivwyv

Karnyopia lll: Aopahiotnpia HAekrpovikov kar Aiadiktuakv
Kivbivwv (CyberEdge®) pe aopdhiorpa and €5.000 kai dvw

Mapd T PBéATioteg npoondBeie¢ nou kataBdaAier pia eraipeia péow TOU SIKOU TNG THAMATOS
MAnpogopikng yia va npootateutei and kKuPepvoeniB£oeig, auTéEC pnopei va pnv enapkouv oOTO
onpepivé Taxéwg Metafallopevo nepifdAlov Tou kuPepvoxwpou. Me 10 npdy pappa Cyber
Resiliency tng AIG, o1 eTaipeieg nou diatnpouv aopalioThpia pe eThcia acpdaiiotpa €5.000 kai avw
anoAapfdavouv dwpedv pia oeipd gpYalEiwV KAl UNNPECIWY, TWV OMNoiwv Kavovikd n afia avépxeral

oe £w¢ ka1€25.000 kai éxouv wg oTdxo va cupfailouv oTnv anotponn piag kKuBepvoeniBeong.

Elearning yia Tnv aogdleia otov
KUBEPVOXWPO Kal MPOGOUOIWGCEIS
Phishing

Eknaibeuon yia éw¢ kar 10.000 epya-
{bpevoug, nNPOCAPUOCHEVN  OTOUG
poAoug Toug, pe okond Tnv evioxuon
Twv BEéATIOTWV nPakTiKOV  KuBepvo-
acpdleiag. H eknaibeuon SiatiBetal
oe neploodtepeg and 30 yAwooeg.
MNepiocdTepeg nANpo@opieg

AnokAeiopdg Sieubivoewv
S1adiktuakou npwtokéAlou (IP)
paupng AioTag kal npooTacia
TOMEQ

Emimpénal omig eraipeieg va eléyxouv
v €ékBeon TOuG Ot  EyKANUATIKEG
6pGOTanéTnTEC péow TG aflonoinong
TepdoTiov  anoBetnpiwy n)\npocpoplwv
yla anelég, Tou yewypadikou ano-
kAeloyoU  akpifeiag kar TN auto-
patonoinpévng  Snpioupyiag  padpwv
NoT®V pe o1dX0 TN peiwon Tou KIvEUvou.
MepioodTepeg nAnpogopieg

Xdpwon yla TpwTa onpeia
unoSopwv

Ewg kar 250 andé T1i¢ emheypéveg
SieuBuvoeig Siadiktuakol npwTtokdAou
(IP) piag eTaipeiag eAéyxovrar and eibikolg
MPOKEIYEVOU  va  eviomioTouv  TPpWTd
ONWEIa MOU UMOPEI VA YIVOUV QVTIKEINEVO
ekpeT@Meuong and  eykAnparieg Tou
KuBapvoxwpou I_Ipoypmonomnol ena-
vaAnnTikn cdpwon perd and 90 nuépeg.
[MepioodTepeg mAnpopopieg

BaBuoAdynon acgdleiag

O1 etaipeieg pnopoulv va PAénouv
TNV Katdotaon Tng aoc®AdAeiag Tou
Siabiktiou Toug kar Tn Pabpoloyia
Tou SikTUoU Toug and pia «e§wTePIKN
ONTIKA YWVia» PJE TN XPACN KATAVONTWV
ouoTtnuérwy Babuoidynong.

MepiocdTEPEC MANPOPOPIECS

‘ExOeon Sianioteutnpiwy oto

okoteivé Siadiktuo

Evroniopdg HAektpovikodv kar  Aia-
Siktuakayv kivbuvwy (Cyber Risks) oe
eninedo Topéa and eraipikd Sedopéva
nou eival ektebeiyéva oto oKOTEIVO
Siabiktuo  (darknet), pe exndvnon
avaQopwV  MPOCUPUOCHEVWY  OTO
OUYKEKPIPEVO TOUEQ TNG ETAIPEIAG.
MepioodTtepeg nAnpopopieg

AgioAdynon kivéuvou évavri
Ransomware

Mia  npoocappoopévn  afioAdynon
kivbUvou évavrl ransomware nou
Baocileral ota nio npdogara cToixeia
katnyopionoiei  kai  BaBpoloyel Ta
Bacikéd pétpa aopdlelag nou  éxel
n eraipeia kal 1o onoia pnopouv
va BonBnoouv otnv anotponn evdg
nepioTatikoU ransomware.

MNepiocdTEPEC NANPOPOPIEC

Ektipnon kivéUvwy TautéTnTag

Mia afiohéynon kivéuivou TtautdtnTag
ng unodopng Active Directory Tng
gTaIpeiag yia TOV evroniopd
avaloywvkivbivwy, cuvbualdpevn pe
oup-Bouleutikh  unoothpi§n  and
TEXVIKO  ylO TNV gPUNVEID  TWV
€upNUATWY Kal TNV andvinon OXETIKWV
EPWTNOEWV.

Mepiocdtepeg NANPOPOPIEg

CyberMatics®

Kartoxupwpévn anéd v AlG pe SinAwpa
EUPEOCITEXVIOG  TEXVOAOYIKN  UMnpecia
nou BonBda TIG gTaipeieg  va
enaAnBelouv 1o eninedo €xkBeong Tou
opyavicpoU Toug oe HAektpovikoug kal
Aiabiktuakolg  Kivélivoug, va  epap-
puélouv Katd MNPOTEPAIOTNTA  ENEYXOUG
nou peiwvouv Tnv €ékBeon Toug o€
autoUc  Toug  KkivOUvou¢  kal  va
AapBdvouv kaAUTepeg anoPAcel§ yia To
oupPéhaio Toug évavri HAektpovikov
kai  Aiabiktuakwv  Kivéuvwv  (Cyber
Insurance policy) pe 1O nNpPdcBeTO
NAEOVEKTNUA TwV MNIO ESATOPIKEUPEVWV
Opwv.

[Nepiocdtepec nAnpopopieg

Mpoocappoocpévo Ixédio
Avtipetrooniong lMNepioTaTtikov

‘Eva npértuno ox€Slo  avTIPETONIoNG

neplotatikv KuPepvoeniBécwv npo-
COPUOCHEVO  OTIC aVAYKEG HEYAAWY
opyaviopwv pe okond va Ponbnoel
otnv e§ac@dlion o1 o1 opyavicpoi

pnopouv va avranokpiBouv
KaTdAANAa, yphyopa Kal
anote\eopaTikd o€ pia

kuBepvoeniBeon.
[Nepiocdtepec nAnpopopieg

MUAn nAnpo@opikyv yia Tnv
kuBepvoaoc@daleia

Yuvexng online npdcfaon 24 wpeg 10
24wpo, 7 npépeg v efbopdda oe
€NIKAIPEG NANPOPOPIEG OXETIKA pPE TNV
kuBepvoaopdheia,cupnepihapfa-
VOUEVWY BérTioTwwv MPEAKTIKWY,
Sebopévwv aiwoewy kal {npIdV Kal
evég epyaleiou yia Tov unoloyiopd
Twv napafidoewy.

[MNepiocdTePEC NANPOPOpPIES



https://www.techguard.com/aig
https://www.threater.com/aig/
https://www.techguard.com/aig
https://service.bitsighttech.com/app/static/pages/access-request?token=047e2882-bdef-4dd9-bba4-d60425baef0a
https://spycloud.com/aig/
mailto:cyberlosscontrol%40aig.com?subject=
https://www.aig.com/cybermatics
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https://www.silverfort.com/landing-page/cyber-insurance/silverfort-identity-security-assessment-for-aig-applicants/

Avaokénnon tng Aiadikaociag
ASiwoswv

Avaokoénnon tng Siadikaciag nou Ba
npénel va akolouBnoel pia eraipeia
o€ nepinTwon nou oupPei pia kuPepvo-
eniBeon.

MepioodTePEC NANPOPOPIES

lpappn TnAewvikng
e€unnpérnong yia nepioTaTika
HAektpovik®v kai AiaSikTuakwy
Kivéuvwv

MOSAIg yivel éva TnAep@vnpa otn ypappn
TNAEPWVIKNG  e§unnpétnong  ouvexoUg
Aerroupyiag (24/7), n opéda Siaxeipiong
afiddoewv yia HhektpovikoUg kai Aiadiktu-
akolg  Kivéuvoug enikoivevei  pe  Tnv
£TAIPEIQ yIa va EQAPHOoEl TO oxESIO avTIpE-
TOMIONG MEPICTATIKGOY, va eunhé§el kaBe
XPNOIUO CUVEPYATN yIa va NPocdIopicEl Tig

Apeoeg anellég kail va &exivioer TiIg S1adika.
OIEC ANOKATACTAONE KAl AVAKTNONG.

Ene§nynon Twv unnpecidv Tou
npoypdapparog Cyber Resiliency
™™g AIG

Tnhebidokeyn 30 Aentv pe  évav
20pPouro g AIG  yia toug Hhextpo-
vikoUg kar  AlaSiktuakoug  kivOUvoug
wote va ene€nynBolv o1 SiaBéoipeg
unnpeoieg Tou npoypduparog Cyber
Resiliency.

Cygnvs

Aiabiktuakn nAatpdppa nou  enimpénel
evalakTikoUg  TPONoOG  EMIKOIVWVIAG,
anoBnkelel  éyypapa KAl ONPAVTIKEG
£0WTEPIKEG Kal e§wTePIKES enagéc. MNarA-
ore 6dd yIa va NPOYPAUUATIOETE Wi
Sokipn N g8k yia va eyypageite omv
nAateoppa.

YupBouleutikn Tng AlG yia HAekrpo-
vikoUg kai AiaSiktuakoug kivéuvoug
Yuvebpia pe évav ZupPouro tng AIG yia
HAekrpovikoug kar AiadiktuakoUg kivéUvoug
yia va anavinBolv gpwtApaTa Twv acpali-
opévav yia Béparta onwg n kardoraon TNG
KuBepvoaopdAeidg Toug, Ta euphuara and
avaQOoPES yia TO €NiNeSo WPIPOTNTAG TOUG
oe Bépara kuPepvoacpdleiag n ol Siaboi-
peg unnpeoie¢ Tou npoypauparog Cyber
Resiliency 1ng AIG.

Md&Bere nepioodrepa.

7 7 7 7
[MpdoBera OpéAn, Epyaleia kai Ynnpeoieg
Ektdg and Tig napandvw unnpeoieg, OAeg o1 etaipeieg nou emidéyouv Tnv AlG yia
aocpdhion évavtl Twv HAektpovikav kai Aiadiktuakov Kivéivwy éxouv npdofaon
PE MPOVOMIOKA TIPA OTIG UNNPECIEG Nou akoAouBoUv, OpICUEVEG €K TWV ONoiwY gival
S100éoipeg yia Swpedv Sokipn. O1 unnpeoieg autég éxouv enileyei e16ikd, Bacel Tng
noAueroUg spneipiag nou Siabéroupe kal Tou Babuol kard Tov onoio pnopouv va
oupBdlouv otnv evioxuon TNG KUBEPVOACPAAEIG EVOG OpyaviopoU.

H unnpecia Enterprise Protection nou napéxerar ané
SpyCloud, enitpénel oTi¢ eTaipeieg va evroni{ouv Ta ekTeBeaipéva
6ebopéva eléyxou Tautdtntag  Twv epyaldpevwyv, npiv Ol
EYKANUATIEG TOU KUPBEPVOXWPOU TA XPNOCIUOMNOINGOUV Yid TNV
npayparonoinon kufepvoeniBéoewy.

MepiocdTePEg MANnpoPopieg

MpoTipwpeveg unnpecieg cuvepyatwy

Yuvepyalouaote pe e€eibIkeUpéveg eTaIPEie¢ oTOV TOPED TNG
KUBepvoaopAleElag yia va NPOCPEPOUPE OTOUG MEAATEG HAG
eninAéov eniNoyéG nou pnopouv va npocBécouv otn ypappn
apuvde toug. Xig SiaBéoipeg unnpeoieg nepihapPdavovral ol €§ng:
H unnpecia BitSight Security Ratings nou napéxerai
ané T BitSight Technologies, enimpéner orig eraipeie va
NPAYHATONOIOUV PETPAOEIG Kal va napakolouBoulv 1o Sikd Toug
Siktuo, kabw¢ kar Ta SikTua TwWV TPITwv MPounBeuT®y TOUC.
Mepiocdrepeg nAnpo@opieg

H rexvoloyia Endpoint Detection and Response (EDR-
Evroniopog kar Andkpion TelikoU onpeiou) nou
unootnpileral and to Falcon Insight Tng CrowdStrike, napéxe!
ouvexn Kal GUVONIKN 0paTdTNTA TWV TEAIKWV ONEIWY, AVIXVEUE!
autépata kal igpapxel pe €Sunvo T1Pdno TG KakdPBouleg
SpaotnpidtnTeg, dote va Siaocpalicer 61 Sev napaleingral

H unnpeocia Breach & Attack Simulation (Mpocopoiwon
Mapafidocewv kar EmBéoewv) nou napéxerar and
SafeBreach, enitpénel omig eraipeie¢ va aflohoyolv Tnv
anoTEAECHATIKOTNTA TOU OIKOOUGCTAHATOG ac(AAEING TOUG
eKTEN@VTAG eleyxopeva oevdpia napafiaong, npokeipévou va
npoodiopicouv Toug TopEiG dnou N acpAleia Toug AeiIToupyei
ONwE avapéveral Kai Toug Topei dnou ol eniBéoeig unopouv va
pn yivouv avriAnnTég.

MNepiocdtepec nAnpopopie

Tinota kal 61 napeunodilovral or evéexdueveg napafidoeic. H  nhatpdppa  Unified  Identity  Protection  nou
MepioodTepeg NANpopoOpieg napéxetar andé 1 Silverfort, evioxGer TNV epappoyn
gAéyxou TaUTOTNTAG noAanAdv napaydviwv (MFA) katé

H unnpecia CyberArk DNA nou napéxerai and mn CyberArk,
evronilel npovopioUxoug AoyapiacpoUs Kai SianicTeutnpia,
1600 o€ Tonikd eninedo (on-premises), oo kai oto cloud. H
unnpeocia CyberArk DNA pnopei va BonBnoer i eTaipeieg va
Swoouv npoTtepaldTnTa oToug Aoyaplacpous nou Siatpéxouv
Tov uwnAétepo kivbuvo kai xpnlouv dpecng NPOCOXAG.
MepioodTtepeg nAnpopopieg

v npdofacn Twv XPNoTWV Ot OnolovéNnoTte noépo TNng
gTaipiag, eite eowtepikd (on-prem), eite oto cloud kai Tnv
autoparonoingévn napakohoUBbnon Twv service accounts.
MNepiocdrepes nAnpo@opieg

=ekivnote onpepa. Enikoivawvnore pe nv opdda ZupPoulwyv tng AlG yia HAexktpovikoUg kar Aiadiktuakolg
kivlUvouc anocTtéAovrag email otn Si1elBuvon cyberlosscontrol@aig.com

Inpavrikh Inpgiwon: To nepiexdpevo autol Tou evriinou npoopiletal pévo yia evnpepoTikolUs okonous kai Sev pnopei va Bewpnbei wg oupBouln n npdraon yia olvayn acpalioTikhng
oUpBaong kar Sev pnopei va anotelécel Baon yia adiwon acpahioTikng kdAuwng A avdinwn guBuvng and v AIG. Mévo o1 épol kai o1 npolnoBéceic  Tou acpalioTnpiou cupBoiaiou
npoPAénouv Seopeutikn nepiypapn g kdAuyng. ‘Ola ta npoidvra kai o1 unnpeoieg napéxovrar and Ta tonikd unokaractipara g AlG Europe S.A. Mpoidvra 1 unnpeoieg evdéxerar va pnv
eival 8100éoipa oe dheg Tig xdpeg kai Sikaiodooieg kal n exdoTote KGAuwn undkemal otig npoinobéceis a§ioAdynong kai oToug Gpoug Tou acpalioTnpiou cupPolaiou.

H AIG Europe S.A. eivar acpaliotikh enixeipnon pe apiBud pntpwou etaipeiag B 218806 tou Epnopikod Mntpdou kar Mntpdou Eraipeicov (R.C.S.) Aou§epPoupyou. H AIG Europe S.A. éxel
v €5pa ¢ otn SielBuvon 35D Avenue John F Kennedy,L-1855, Luxembourg, http://www.aig.lu/. H AIG Europe S.A. eivar eykexpipévn ané 1o Ynoupyeio Oikovopikav Tou Aougepfoupyou
kar enonteleral and v Emmponn Acpahicewv, 11 rue Robert Stumper, L-2557 Luxembourg, GD de Luxembourg, ThA.: (+352) 22 69 11 - 1, cac@caa.lu, http://www.caa.lu/.H AIG Europe
S.A. (Ynokardornpa ENNGS0g) eivar eykateotnpévn eni tng A. Knpioiag 119, Mapodol, ABAva kai éxel ap. TEMH 147135660001, AOM 996898851, KE.OO.AE Arrikig.

O AAntng AopdAiong Sev éxel kapia unoxpéwon va xpnolponolncer onoladhnorte and Ti unnpeoies nou napéxel n AIG. H AIG pnopei va tpononoincer (npocBérovrag, agaipwvrag 1 avrikabiotdvrag
kénoio epyaeio 1 unnpeoia) n va Siakdyer ™ SiaBecipdmTa Twv unnpeoidv onoladnnore otiyun. H AIG pnopei va ouvepyaoTel pe TpiToug Napdxoug yia TNV Napoxi onoiacdRNOTE UNNEESIag A GAwY Twv
unnpeaciv. Le opiopéveg nepintaoelg, n AlG pnopei va peréxel otnv petoxikh ouvBeon opiopévawy Tpitwv napdxwv. H AIG Sev anobéxerar kal Sev avalapPaver kapia eubivn yia Ti unnpeoieg nou
napéxovral and Tpiroug napdxous. Aev napéxeral kapia eyylnon, Siaefaiwon h Snhwon, eite pnth eite oiwnnEn, yia v opBdTnTa 1 TNV endpkeia onolacdANOTE TETOIAE UNNPESIAG.

Eivar otnv anokAeioTikh kar andhutn Siakpimikh euxépeia Tou Anntn Acpdhiong av Ba xpnoiponoincer h éxi Tig SiaBéoipeg unnpeoieg, cupnepidapBavopévwy autdv nou napéxovral and TpIToug
napdxoug. Av o Anntng Aopdhiong eniNéSel va xpnoiponoincel autég Tic unnpeoies, Ba npéner va oupBAnBei aneubeiag pe Tov Tpito ndpoxo. O Anntng Acpdhiong unopei va Sikaioltar Swpedv
Sokipn n/kal unopei va xpewbel pe kanoio nocd and Tov Tpito Ndpoxo yia Tig unnpeoieg autés. Onoiadnnorte ékntwon napéxeral and Tov 1piTo ndpoxo pnopei va eivar SiaBéoiun pévo, oo o
AAntng Aopdhiong Siatnpei o 1ox0 otnv AIG acpahiotipio évavri Hhektpovikav kai Aiadiktuakav Kivbivwv. O Anntng Aopdhiong Ba eivar unelBuvog yia onoleadnnote nAnpwpég npog Tov
TpiTo Ndpoxo kal unopei va anamBei va ouvayer oupBacn napoxng unnpeoidv aneubeiag o iS10g pe Tov ndpoxo.
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